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Abstract  
 
Background: Cybersecurity is important for government agencies and the usefulness shows the need for a thorough 
understanding of information security awareness (ISA) among employees in order to enhance protective measures and ensure 
compliance with regulations. The Meteorology, Climatology, and Geophysical Agency (BMKG) of Indonesia is very important 
in providing essential national data and this responsibility shows the need to assess and promote ISA among the employees. The 
efforts to ensure a robust ISA culture can allow BMKG to safeguard sensitive meteorological and geophysical data, strengthen 
operational resilience, maintain public trust, and mitigate potential cyber threats that are capable of compromising national 
security. 
Objective: This study aimed to evaluate the level of organizational ISA among employees at BMKG and to improve measures 
considered important. 
Methods: The Human Aspects of Information Security Questionnaire (HAIS-Q) was administered as the reference model to 
assess the knowledge, attitudes, and behaviors of employees regarding information security. A descriptive statistical analysis 
and Partial Least Squares Structural Equation Modelling (PLS-SEM) were further applied to analyze data from 459 BMKG 
employees across various security domains, including password management, email use, internet use, social media use, mobile 
device security, and incident reporting. 
Results: The results showed that BMKG employees possessed a high overall level of ISA (88.06%) with the average knowledge, 
attitudes, and behaviors recorded to be 88.06%, 81.89%, and 80.74%, respectively. Meanwhile, specific areas such as email use 
(78.70%) and mobile device use (73.19%) had only moderate awareness. The structural model analysis also showed that 
behavior exerted the most significant influence on ISA (β = 0.423), followed by attitude (β = 0.289) and knowledge (β = 0.214). 
Conclusion: The overall awareness level was positive but there was a need for targeted efforts in password management, email 
use, and mobile device security to improve ISA practices. Moreover, the implementation of comprehensive information security 
policies, regular training, and organizational support was suggested to be important for fostering a robust security culture within 
BMKG. 
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I. INTRODUCTION  

The information and communication technology (ICT) revolution is fundamentally reshaping government 
operations by enabling seamless communication, increasing transparency in decision-making, and facilitating e-
government services and digital engagement [1], [2], [3], [4], [5]. The advancements have further assisted public 
service accessibility and even supported data-driven policymaking [6], [7]. However, the increased connectivity and 
reliance on digital systems are exposing governments to information security awareness (ISA) risks, such as phishing, 
ransomware, and data breaches [7], [8], [9], [10]. This is observed from several reports related to potential financial 
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losses at a global scale due to the threats [11], [12], [13]. The risks also extend beyond operational continuity and 
financial stability to national security [9], [14], [15], [16]. Previous studies showed that the inclusion of comprehensive 
audits, employee training, encryption protocols, and incident response could serve as the plans to protect sensitive 
data and critical security [8], [9].  

Cybersecurity is another issue with significant impact on governments worldwide and its effect is observed at both 
the state and local levels [17], [18]. For example, phishing explains how human error remains a significant 
vulnerability specifically for government employees [17], [19], [20]. The other major issues include ransomware, 
Internet of Things vulnerabilities, and insider threats [19], [21], [22]. It was also observed that governments worldwide 
tended to encounter similar gaps in resources and readiness “to wage war” against the threats [8], [18], [23]. 
Moreover, funding, staffing, and governance are the triad of issues that further hinder ISA protection measures. The 
trend shows the need for regular vulnerability assessments, extensive user training, and improved authentication 
methods [17], [20], [21], [23], [24], [25]. This is necessary because the continuous adoption of emerging ICT in public 
sectors is increasing potential cyber-attacks, particularly when security measures are overlooked. 

Cyber-attacks on governments can significantly reduce the public trust in the affected institutions [26]. The attacks 
exploit digital system vulnerabilities to cause substantial economic losses and pose serious risks to national security 
[9], [27], [28], [29]. For example, the cyber-attacks against e-government initiatives in Nigeria halted nationwide 
public services for the citizens [30]. India also experienced attacks in the form of ransomware and social engineering 
against governmental agencies [19]. Even local governments in the United States faced similar vulnerabilities due to 
inadequate cybersecurity management [17]. The impact extended widely to Ireland which endured cyber-attacks on 
critical infrastructures as observed in the Cancer Trials Ireland [31]. These incidents showed the pressing need for 
comprehensive ISA measures to protect national interests and government operations globally. 

ISA is practically highly important for employees to address cybersecurity threats. The efforts to equip employees 
with the knowledge to identify and mitigate risks while ensuring adherence to security policies and best practices have 
become evident to proactively defend against cyber threats [32], [33]. Previous studies reported the effectiveness of 
ISA in preventing social engineering attacks [34] and in averting cyber-attacks in Myanmar [35]. Case studies from 
Saudi Arabia also showed the impact of the efforts of both public and private sectors to wage war against cybercrime 
[36], [37], [38]. Several factors such as attitude, normative beliefs, and self-efficacy proved influential in employee 
compliance with InfoSec policies [32], [39]. Moreover, the increasing use of mobile devices in the public sector to 
access sensitive data showed the need for specialized training and awareness campaigns [40], [41]. Customized 
education program was reported to further enhance ISA preparedness [40], [41]. The increase in the sophistication of 
cyber-attacks requires organizations to prioritize educating employees about cybersecurity threats to ensure robust 
defense mechanisms [42]. This is in line with the concept of arming the soldiers against cybercrime. 

The mounting cyber threats motivated previous studies to further emphasize the importance of upholding principles 
such as confidentiality, integrity, availability, authenticity, and accountability in organizational assets and information 
[10], [43], [44], [45]. There was often a propensity to depend solely on technological solutions such as firewalls and 
antivirus software to address InfoSec challenges but previous studies suggested that employee awareness and vigilance 
were equally important in mitigating cyber risks [46], [47], [48]. For example, the Cybersecurity Monitoring Annual 
Report in Indonesia showed the escalating threat of cybercrime as well as the essence of robust measures to combat 
data misuse and cyberattacks [49]. 

An important observation is that ISA for government employees remains incomprehensively understudied [35], 
[36], [37], [38], [40]. Previous studies mostly did not include top management roles in assessing ISA, particularly 
within government-related institutions [50], [51], [52], [53], despite their increasingly important role in shaping the 
compliance behavior of employees to cybersecurity practices [38], [54], [55], [56]. Therefore, this study aimed to 
assess the ISA of government employees in Indonesia due to the dynamic nature of cybersecurity threats experienced. 
Several factors relating to individual characteristics such as age, gender, education, personality, risk perception, 
learning style, and internet habits were considered [57], [58], [59]. Organizational factors such as leadership style, 
trust, culture, management practices, and initiatives for ISA were also examined [60], [61], [62]. The recognition of 
the complexities can motivate organizations to prioritize improving ISA to effectively mitigate risks and protect 
critical infrastructure and data assets. The questions formulated to be answered in this study are presented as follows:  

RQ1: How aware are Indonesian Government employees about maintaining ISA? 
RQ2: What factors contribute to the current ISA among Indonesian Government employees? 
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II. LITERATURE REVIEW 

A. Information Security Awareness 

Information is the bedrock of organizational operations and serves as an important asset in daily functions [63]. 
This is observed in several forms ranging from the digital data stored on electronic or optical media to physical 
materials such as papers and intangible knowledge held by employees which are all required to be adequately protected 
[2], [41]. In private and public sectors, accurate information is vital for optimal operations and this shows the need to 
uphold its integrity and confidentiality [2], [15], [64], [65], [66]. ISA is focused on safeguarding data stored, 
transmitted, and processed within networked systems [2], [35], [43], [48] in adherence to standards such as ISO/IEC 
27000 that stress the confidentiality, integrity, and availability (CIA) triad [52]. The confidentiality aspect prevents 
unauthorized access in addition to the protection of privacy and proprietary data. Integrity ensures data remains 
unaltered and valid while availability guarantees timely access [43]. The wide adoption of the CIA triad in diverse 
industries and governmental bodies [5], [45], [67] shows its high effectiveness for organizational continuity and 
reputation. However, the concept inherently requires top management commitment to implement robust policies and 
procedures [25], [40], [68]. 

ISA is currently and continuously very important in robust security management by establishing policies, 
maintaining technology infrastructure, enhancing employee competence, as well as optimizing existing systems and 
business processes [16], [32], [69], [70], [71], [72], [73]. Several countries have stressed the importance of cultivating 
a strong organizational culture and behavior to mitigate cyber threats [74]. Moreover, Parsons et al. [70], Zhen et al. 
[72], Grassegger & Nedbal [34], and Zulfia et al. [51] profoundly identified the adherence of employees to 
organizational rules and commitment to implementing best practices as critical elements of ISA. The National Institute 
of Standards and Technology (NIST) also claimed that ISA remained fundamental for ongoing education in IT security 
and all personnel were equipped to safeguard ICT assets [75]. NIST strongly supported ISA initiatives associated with 
inclusive training across all staff levels to ensure heightened awareness and specialized training complement other 
security measures [76]. 

TABLE 1  
FOCUS AREA OF ISA 

Focus Area Indicator 
Password Management Secure password selection, changing passwords regularly, and not keeping track of passwords 
Email Use Not clicking on malicious email links and not opening malicious email attachments 
Internet Usage Not downloading files or software from unauthorized sources and not accessing questionable websites 
Social Media Usage Not sharing work-related information on social media and not opening social media during office 

hours 
Mobile Device Usage The danger of using Wi-Fi networks in public areas leads to the adoption of virtual private network 

(VPN) devices as well as the physical security of mobile devices 
Computer Device Security Locking computer devices when not in use, usage of licensed software, as well as antivirus installation 

and regular updates 
Data & Information Handling Destruction of sensitive or confidential work documents, regular data backup, as well as data and 

information exchange without USB devices 
Incident Reporting Report all InfoSec incidents and suspicious individuals 
Information Security Policies Implementation of InfoSec policies in all work units and the importance of InfoSec policies 

 
The regular assessment of ISA is important due to the increasing threat landscape. This has motivated organizations 

to incorporate ISA measurement models into strategic security objectives. For example, Kruger & Kearney [77] 
advocated for a model that included knowledge, attitude, and behavior (KAB) to assess awareness levels among 
employees in various Indonesian organizations and government bodies. This was designed to be based on the criteria 
that less than or equal to 59% was “Poor” scale, 60–79% “Medium”, and more than or equal to 80% “Good” scale 
[51], [52], [53], [78]. The Human Aspects InfoSec Questionnaire (HAIS-Q) was also used to assess the knowledge, 
attitudes, and behaviors of employees regarding InfoSec. The instrument covers several aspects such as password 
management, email use, internet and social media usage, mobile device usage, computer device security, data and 
information handling, incident reporting, and information security policies in Table 1 [51], [70], [79]. Each area 
employs a Likert scale to gauge responses in addressing security threats [51], [53], [80], [81]. 

B. Previous Studies 

Previous studies have thoroughly investigated ISA of employees in diverse organizational settings. For example, 
Normandia et al. [80] assessed ISA among employees at the Indonesian Ministry of Foreign Affairs and reported an 
overall awareness level of 78.56%. The study also identified improvement needs in terms of computer security and 
incident reporting. Similarly, Zulfia et al. [51] evaluated ISA in a private sector (industrial company) using the HAIS-
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Q framework and reported a satisfactory overall awareness but gaps were found in some practices such as clicking 
links from known senders and accessing suspicious websites. Another study by Mahardika et al. [53] explored ISA 
levels at the Centre of Analysis and Information Services, the Judicial Commission Republic of Indonesia and reported 
moderate awareness among employees but stressed the need for continuous training. Furthermore, Sari et al. [64] 
examined cultural differences in InfoSec across Indonesian healthcare personnel and identified significant disparities 
in security culture among employees of hospitals, clinics, and health centers. The results also emphasized the roles of 
management support, change management, and knowledge in shaping security behaviors within the healthcare sector. 

Alkhazi et al. [73] analyzed the impact of ISA training methods on knowledge, attitudes, and behaviors of 
employees across various government sectors in Kuwait. The results showed the effectiveness of diverse training 
interventions with text-based and gamified sessions observed to have significant behavioral improvements compared 
to video or lecture-based methods. The study assessed awareness levels pre and post-training in addition to the 
provision of valuable insights into effective training methods. Moreover, complementary studies in Saudi Arabia and 
Malaysia emphasized the need for structured education campaigns and profoundly showed myriad factors in 
motivating positive security behaviors through threat awareness, self-efficacy, and reward systems [36], [38], [82]. 
Normandia et al. [80] and Mahardika et al. [53] studied Indonesian Government employees but the focus was only on 
the central government without assessing the local level. This gap shows the need for more comprehensive studies to 
conduct the assessment across all levels. 

C. Theoretical Framework 

The HAIS-Q model is considered very important for evaluating the knowledge, attitudes, and behaviors of 
employees concerning data and InfoSec practices within organizations [71], [72], [83] [51], [52], [81]. It is based on 
seven distinct focus areas that assess user behaviors, including password management, email usage, and incident 
reporting using Likert-scale responses. The model serves as a comprehensive method to assess InfoSec effectiveness 
[71], [72], [83]. Moreover, the recent trends in cyber incidents within the Indonesian Government which are largely 
attributed to human error show the urgent need to assess ISA among employees. This study used the knowledge, 
attitude, and behavior component model developed by Kruger & Kearney [77] and expanded by Parsons et al. [81] to 
examine knowledge, attitudes, and behaviors. The process was to determine the important role of senior management 
support in cultivating effective InfoSec cultures and identify the connection between understanding InfoSec practices, 
attitudes, and behaviors of employees in risk mitigation [81]. The models were used to develop the theoretical 
framework for this study in Figure 1 and to develop the following hypotheses: 

 

 
 

Fig. 1 Theoretical Framework 
 

H1: Employee knowledge of ISA practices and procedures significantly influences the attitudes towards ISA practices 
and procedures. 
H2: Employee attitudes towards ISA practices and procedures significantly influence the behavior in adhering to 
practices and procedures to maintain ISA. 
H3: Employee knowledge of ISA practices and procedures significantly influences the behavior in adhering to 
practices and procedures to maintain ISA. 
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H4: Support from the top management level exhibited through commitment, seriousness, and expectations 
significantly influences employee knowledge of ISA practices and procedures. 
H5: Support from the top management level exhibited through commitment, seriousness, and expectations 
significantly influences employee attitudes toward ISA practices and procedures. 
H6: Support from the top management level exhibited through commitment, seriousness, and expectations 
significantly influences employee behavior in adhering to practices and procedures to maintain ISA. 

III. METHODS 

A. Study Design and Case Study Location 

The maintenance of ISA in Meteorology, Climatology and Geophysics Agency (BMKG) of Indonesia is 
increasingly crucial due to the reliance on internet-connected services for disseminating vital weather, climate, and 
seismic data—on a moment’s notice. The prioritization of SIA stands as a foundational element in safeguarding 
operational resilience and the integrity of sensitive information that can inherently affect the interests and security of 
the country [84]. The current proactive method implemented by BMKG includes strengthening its Information 
Security Management System (ISMS) as part of the strategic initiatives to aim and mitigate potential losses in the face 
of cyber threats [84]. However, cyber incidents such as hacking and ransomware attacks in early 2023 led to system 
disruptions, data loss, and encryption of critical geospatial data despite the efforts to adopt advanced security 
technologies in the form of Security Information and Event Management (SIEM), Endpoint Protection Platform (EPP), 
and Web Application Firewall (WAF) [85], [86], [87], [88], [89]. The incidents repeatedly show the challenges in ISA 
implementation and the imminent danger of cyber-attacks. 

BMKG is currently a crucial government agency with a significant role in public safety, disaster mitigation, and 
national infrastructure resilience. The nationwide governance structure ensures that employees operate at central, 
regional, and local levels, reflecting the broader Indonesian government workforce [90]. The existence of 
professionals from diverse backgrounds, including IT specialists, meteorologists, and administrative staff shows that 
BMKG mirrors the composition of other government institutions. Moreover, heavy reliance on digital systems for 
data collection, analysis, and dissemination exposes the agency to cybersecurity threats that are capable of 
compromising operations and endangering the country. The adherence of BMKG to national security regulations and 
international standards like ISO 27001 shows that its cybersecurity practices and challenges are highly relevant to the 
wider public sector. 

The real-time weather forecasts and disaster warnings provided by BMKG have become important for aviation, 
maritime transport, agriculture, and emergency response [91], [92], [93]. A cyber-attack on the systems of the agency 
is capable of jeopardizing public safety, disrupting critical services, and eroding trust in government institutions [26], 
[94]. Moreover, the exposure to cybersecurity risks and the significant role of BMKG in national security and 
economic stability makes the agency an ideal case for studying ISA among government employees [38], [95]. The 
assessment of the issue allows this study to provide in-depth valuable insights into cybersecurity preparedness across 
the Indonesian public sector by identifying key vulnerabilities and strategies for strengthening information security 
policies at a national level in order to weather the cyber-storm. 

This study used a quantitative case study method to analyze awareness levels of employees about the InfoSec at 
BMKG to identify influential factors through surveys and interviews [51], [80], [96]. The selection of BMKG with 
vertical governance was based on access to both central and local government compared to the focus of previous 
studies [53], [80]. The trend showed that BMKG employees were a fine representation of the individuals working for 
the Indonesian Government.  

B. Instrument Development 

The development of a robust survey instrument is fundamental to any empirical investigation, particularly in relation 
to quantitative studies which require meticulous questionnaire for data collection and analysis [97]. To ensure the 
validity and reliability of the questionnaire before full distribution, a mini-pilot survey was conducted among a small 
group of academics particularly those with government and IT backgrounds. The process assisted in refining the 
clarity, relevance, and effectiveness of the questionnaire items. The feedback from the experts led to adjustments in 
wording, question structure, and response formats to ensure the instrument effectively measured the ISA of employees. 

The questionnaire used in this study was formulated based on previous literature on factors influencing ISA of 
employees with a focus on top management as well as the knowledge, attitudes, and behaviors [64], [77], [98]. 
Demographic inquiries and statements were also included as presented in Table 2 to determine the influence through 
a Likert scale for nuanced responses [99]. 
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TABLE 2 
QUESTIONNAIRE ITEMS 

 ID Item 
  Knowledge [50], [51], [52], [53], [70], [100], [101] 
Password 
Management 

K_MKS-1 Good passwords are a combination of uppercase & lowercase letters, numbers, and symbols with a minimum 
length of 8 characters. 

K_MKS-2 Regularly changing passwords will make them more secure than passwords that are never changed. 
K_MKS-3 Keeping passwords visibly accessible to coworkers in office areas poses no risk to InfoSec. 

Email Use K_PEE-1 Emails can contain links that, when clicked, may redirect users to dangerous sites. 
K_PEE-2 Attachments in emails can contain dangerous files that contain viruses/malware. 

Internet 
Usage 

K_PEI-1 Downloading applications, images, and videos from unofficial sources can increase the risk of virus or 
malware attacks. 

K_PEI-2 Checking the destination URL address before accessing an unfamiliar website aims to avoid threats. 
Social Media 
Usage 

K_PMS-1 Sharing sensitive/secret work information on any social media platform is strictly prohibited. 
K_PMS-2 Accessing social media during office hours may lead employees to share confidential work-related 

information. 
Mobile 
Device Usage 

K_PPM-1 Information transmitted using public wi-fi networks may be intercepted by third parties. 
K_PPM-2 When working outside the office using a laptop, ensure the laptop is securely maintained  

Computer 
Device 
Security 

K_KPK-1 Computer devices must be protected with passwords and always logged out and locked when not in use. 
K_KPK-2 Using licensed software reduces the risk of virus or malware spreading. 
K_KPK-3 To protect computers from virus/malware threats, antivirus programs must be installed and regularly 

updated. 
Data & 
Information 
Handling 

K_PDI-1 Sensitive/secret work documents that are no longer needed can be disposed of like regular documents 
without the need for shredding. 

K_PDI-2 Regularly backing up data in different storage locations can prevent data loss during InfoSec incidents. 
K_PDI-3 Unknown flash drives in the office or elsewhere pose a risk to InfoSec if used as temporary storage and data 

exchange. 
Incident 
Reporting 

K_PIN-1 All InfoSec incidents that occur in the workplace must be reported. 
K_PIN-2 Any strangers or coworkers deemed to pose a threat to InfoSec in the workplace must be reported. 

Information 
Security 
Policies 

K_KKI-1 InfoSec policies need to be established and implemented across all organizational units. 
K_KKI-2 InfoSec policies are crucial to protecting information systems, IT infrastructure, data, and information within 

organizations. 
  Attitude [50], [51], [52], [53], [70], [100], [101] 
Password 
Management 

A_MKS-1 I feel unconcerned using passwords with < 8 characters on my accounts and computer devices because it is 
sufficiently secure. 

 A_MKS-2 I feel secure by not regularly changing passwords on my accounts and computer devices, except when I 
forget my password. 

 A_MKS-3 I feel safe writing passwords and sticking them in my workspace because there is no individual in the office 
except my colleagues. 

Email Use A_PEE-1 I feel curious, if I refrain from clicking on enticing links in emails, even if the sender is unknown. 
 A_PEE-2 I feel indifferent and unworried about opening or downloading attachments from emails, even if it is from an 

unfamiliar sender. 
Internet 
Usage 

A_PEI-1 I feel there is no issue in downloading files from unofficial websites if it aids in completing the task at hand. 

 A_PEI-2 I feel unconcerned about accessing any website without prior inspection of the URL to be visited. 
Social Media 
Usage 

A_PMS-1 I feel no qualms about sharing any work-related information on social media. 

 A_PMS-2 I feel no issue in accessing social media during office hours. 
Mobile 
Device Usage 

A_PPM-1 I feel secure sending confidential work-related data/information via public Wi-Fi networks using Virtual 
Private Network (VPN). 

 A_PPM-2 I feel there’s no problem leaving my laptop unattended for a few minutes while working outside the office. 
Computer 
Device 
Security 

A_KPK-1 I feel secure and unconcerned leaving the computer powered on but not logged out, if it’s only for a short 
period. 

 A_KPK-2 I feel secure using unlicensed/pirated software on the computer devices I use for work. 
 A_KPK-3 I feel sufficiently secure by only installing antivirus software on my computer, without the need for regular 

updates. 
Data & 
Information 
Handling 

A_PDI-1 I feel sufficiently secure disposing of unused confidential documents in the trash without shredding them 
first. 

A_PDI-2 I feel sufficiently secure without the need for regular data backups, as InfoSec incidents rarely occur. 
A_PDI-3 I feel safe if there’s an unknown flash drive in the office or elsewhere for temporary storage and data 

exchange for work purposes. 
Incident 
Reporting 

A_PIN-1 I feel there’s no need to report InfoSec incidents if I can handle them myself. 
A_PIN-2 I feel there’s no need to report strangers or colleagues acting in ways that jeopardize InfoSec if I’m focused 

on completing my tasks. 
Information 
Security 
Policies 

A_KKI-1 I feel there’s no need for InfoSec policies in the office. 

 A_KKI-2 I feel InfoSec policies can mitigate InfoSec risks. 
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TABLE 3 (CONTINUED) 
QUESTIONNAIRE ITEMS 

 ID Item 
  Behavior [50], [51], [52], [53], [70], [100], [101] 
Password 
Management 

B_MKS-1 I do not use recommended passwords (uppercase and others) on all accounts and work on a computer device 
that I use. 

B_MKS-2 I regularly change passwords on all information system accounts and work on a computer device that I use. 
B_MKS-3 I write down passwords on paper for all accounts and work on a computer device that I use and stick them in 

the office area. 
Email Use B_PEE-1 I open or click on links that appear interesting in emails, even if they are from unknown senders. 

B_PEE-2 I open or download attachments in emails that appear interesting, even if they are from unknown senders. 
Internet 
Usage 

B_PEI-1 I download applications, images, and videos for work purposes from official websites. 
B_PEI-2 I access any website I want by checking the destination URL. 

Social Media 
Usage 

B_PMS-1 I send and share anything I want about my work on social media. 
B_PMS-2 I always open social media while working during office hours. 

Mobile 
Device Usage 

B_PPM-1 When outside the office, I always use public Wi-Fi networks to open emails or send sensitive/secret work 
files by activating a VPN. 

B_PPM-2 Sometimes I leave my laptop unattended to go to the bathroom when working outside the office. 
Computer 
Device 
Security 

B_KPK-1 I leave the office computer locked when not in use. 
B_KPK-2 I use/install software on my work computer that does not have an official license. 
B_KPK-3 I use antivirus software and regularly update antivirus programs on the work computer I use. 

Data & 
Information 
Handling 

B_PDI-1 I leave and do not destroy sensitive or secret work documents after they are no longer needed. 
B_PDI-2 I make backups of important work data. 
B_PDI-3 I use any office flash drive as a temporary storage and data exchange place for work data. 

Incident 
Reporting 

B_PIN-1 I report InfoSec incidents that occur in the workplace. 
B_PIN-2 I report strangers or coworkers who act to jeopardize InfoSec in my workplace. 

Information 
Security 
Policies 

B_KKI-1 I understand and comprehend InfoSec policies if established as regulations. 
B_KKI-2 I always adhere to InfoSec policies if established as regulations. 

 Top Management [64], [98] 
 TM-1 Top managements consistently show commitment to InfoSec. 

TM-2 Top managements regard InfoSec as a matter of utmost seriousness and importance. 
TM-3 Top managements elucidate what is expected of employees regarding InfoSec. 

 

C. Data Collection 

The targeted population were individuals who shared common characteristics which reached 5,310 employees. The 
minimum required sample size was determined based on factors such as the number of formative indicators per 
construct (21 indicators) and the structural paths (3 paths) [102]. The calculation recommended a sample size of 30 to 
210 individuals. However, to ensure statistical reliability with a 95% confidence level and a 5% error, this study 
applied the Slovin formula which led to a sample size of 359 employees [103]. 

The digital or online survey method was based on a targeted method to explore the knowledge, attitudes, and 
behaviors of employees regarding ISA. The questionnaire distributed via Google Forms facilitated data collection 
through the internal communication channels of BMKG, including email and WhatsApp groups. Representation was 
ensured across different departments through a quota sampling method to achieve inclusivity and comprehensive data 
collection.  

The process of collecting the data was initiated through an extensive outreach across the operational units of the 
organization via internal communication channels and the questionnaire was accessible from 3rd October to 17th 
October 2023. A dataset of 459 valid responses was obtained after initial validation procedures were conducted to 
ensure data integrity by requiring complete responses as well as identifying and excluding hastily completed surveys 
associated with a lack of engagement. The study’s objectives, procedures, and participants’ rights were fully disclosed, 
and consent was documented in line with standard research protocols 

D. Analysis 

Data were processed through descriptive statistical analysis as the primary method for interpretation. This method 
facilitated the presentation of ISA scores across dimensions and focus areas to ensure a comprehensive understanding 
of awareness levels associated with employees within the BMKG context [51], [80]. Kruger & Kearney [77] proposed 
a model for measuring ISA through the categorization of awareness levels as Poor (≤ 59%), Medium (60–79%), and 
Good (80–100%). This scale provides a structured framework for assessing the understanding, mindset, and practices 
of individuals in relation to information security [51], [52], [53]. 

The analytical phase applied the multivariate analysis in the form of Structural Equation Modelling (SEM) using 
Partial Least Square (PLS) – SEM as a powerful tool for unraveling the complex interplay among multiple variables 
[104], [105], [106]. The evaluation of the reflective measurement model included examining reflective indicator 
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loadings, ensuring internal consistency using measures such as Cronbach’s Alpha and Composite Reliability (CR), 
assessing convergent validity through Average Variance Extracted (AVE), and confirming discriminant validity using 
stringent criteria [104], [105], [106], [107]. In the subsequent phase of structural model assessment, path coefficients 
were analyzed to understand causal relationships between predictor constructs and evaluate the coefficient of 
determination (R²) to gauge explanatory power [104], [105], [106], [107]. This thorough method ensured the reliability 
and robustness of the analysis by validating hypotheses and identifying significant factors influencing model outcomes 
[99], [104], [105], [106], [107].  

IV. RESULTS 

A. Respondents Demography 

The data presented in Table 4 showed that most respondents were male employees comprising 276 individuals 
(60.13%) while female were 183 (39.87%). There was significant diversity in educational attainment with the largest 
proportion, 301 employees (65.58%), holding a bachelor’s degree followed by 119 (25.93%) with a master’s degree 
while only 5 (1.09%) had a doctoral degree. In terms of age groups, the majority was 30–39 years old with 187 
employees (40.74%) followed by 113 (24.62%) aged between 20–29 years and 116 (25.27%) in the 40–49 years group 
while the smallest was aged 50 years and above with only 43 employees (9.37%). It was also observed that the majority 
had educational backgrounds outside the field of Information Systems or Information Technology (IS/IT) with 396 
employees (86.27%) found to be in accounting while those with IS/IT educational backgrounds were 63 (13.73%). 
 

TABLE 4  
RESPONDENTS DEMOGRAPHY 

Demographic Variable/ Item n % Demographic Variable/ Item n % 
Gender   Education   

Male 276 60.13 High School Graduate 6 1.31 
Female 183 39.87 College Diploma 28 6.10 

Age   Bachelor/Four-year college 301 65.58 
20–29 113 24.62 Master’s degree 119 25.93 
30–39 187 40.74 Doctor 5 1.09 
40–49 116 25.27 Background   
> 50  43 9.37 IS/IT 63 13.73 

   Non-IS/IT 396 86.27 

 

B. Descriptive Analysis 

Descriptive statistical analysis was used to assess awareness levels across various aspects with the results presented 
in Table 5. The evaluation showed generally strong knowledge with an average of 88.06% but email usage was slightly 
lower at 78.70%. Attitudes towards InfoSec were also positive with an average of 81.89% but areas such as password 
management, social media usage, and mobile device security showed moderate awareness levels. Moreover, 
behavioral scores averaged 80.74% with areas such as mobile and internet usage, and computer security showing 
moderate awareness. Mobile device usage was specifically 73.19% and this showed the need for targeted interventions 
to enhance InfoSec practices among BMKG employees. 

 
TABLE 5  

ISA SCORE 

Focus Area Knowledge Attitude Behavior a) Average 

Password Management 90.90* 78.98** 82.59* 84.16* 
Email Use 78.70** 90.03* 91.39* 86.71* 

Internet Usage 87.31* 84.10* 74.35** 81.92* 
Social Media Usage 82.72* 78.21** 81.70* 80.88* 

Mobile Device Usage 90.36* 67.73** 61.49** 73.19** 
Computer Device Security 90.58* 82.28* 77.87** 83.58* 

Data & Information Handling 87.78* 88.02* 85.97* 87.26* 
Incident Reporting 88.64* 84.18* 83.74* 85.52* 

Information Security Policies 95.59* 83.44* 87.58* 88.87* 
Average 88.06* 81.89* 80.74* 83.56* 

Note: *) Good, **) Medium, ***) Poor 

C. Multivariate Analysis 

Multivariate analysis with PLS-SEM was administered to explore the factors influencing ISA. Moreover, the 
guidelines presented by Hair et al. [102] were followed to assess the quality of reflective measurement models with a 
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focus on reflective indicator loading, AVE examination, heterotrait-monotrait (HTMT) tests for discriminant validity, 
and internal consistency reliability tests for CR. Outer loading values below 0.400 were removed and those between 
0.400 and 0.700 were scrutinized for the impact on AVE as presented in Table 6. The results of AVE after refinement 
showed strong convergent validity across all constructs. Furthermore, the HTMT ratios confirmed effective 
discriminant validity because all values were below 0.90 and this ensured clear differentiation among the measured 
constructs. 

 
TABLE 6 

FIRST ORDER INDICATOR LOADING 
Item Outer Loading Item Outer Loading Item Outer Loading 

K_KKI-1 0.929 A_KKI-1 0.983 B_KKI-1 0.911 
K_KKI-2 0.928 A_KKI-2 -0.184 B_KKI-2 0.934 
K_KPK-1 0.791 A_KPK-1 0.762 B_KPK-1 0.358 
K_KPK-2 0.536 A_KPK-2 0.842 B_KPK-2 0.817 
K_KPK-3 0.781 A_KPK-3 0.853 B_KPK-3 0.713 
K_MKS-1 0.836 A_MKS-1 0.798 B_MKS-1 0.745 
K_MKS-2 0.812 A_MKS-2 0.799 B_MKS-2 0.569 
K_MKS-3 0.371 A_MKS-3 0.727 B_MKS-3 0.764 
K_PDI-1 0.286 A_PDI-1 0.818 B_PDI-1 0.768 
K_PDI-2 0.799 A_PDI-2 0.88 B_PDI-2 0.539 
K_PDI-3 0.782 A_PDI-3 0.847 B_PDI-3 0.785 
K_PEE-1 0.916 A_PEE-1 0.884 B_PEE-1 0.953 
K_PEE-2 0.919 A_PEE-2 0.909 B_PEE-2 0.953 
K_PEI-1 0.324 A_PEI-1 0.879 B_PEI-1 1 
K_PEI-2 0.975 A_PEI-2 0.896 B_PEI-2 -0.166 
K_PIN-1 0.886 A_PIN-1 0.886 B_PIN-1 0.93 
K_PIN-2 0.854 A_PIN-2 0.907 B_PIN-2 0.923 
K_PMS-1 0.829 A_PMS-1 0.867 B_PMS-1 0.848 
K_PMS-2 0.667 A_PMS-2 0.81 B_PMS-2 0.821 
K_PPM-1 0.776 A_PPM-1 -0.769 B_PPM1 -0.862 
K_PPM-2 0.788 A_PPM-2 0.872 B_PPM2 0.842 

 
Henseler et al. [108] stated that HTMT values above 0.9 showed strong correlations between reflective constructs 

and this led to difficulty in the differentiation process. The factors contributing to the high values include similarities 
between constructs, excessive indicators, or measurement flaws. Therefore, it was important to carefully examine 
correlations among variables and provide averages to identify similarities. The process led to the removal of indicators 
such as A_PMS-2, A_KPK-3, B_KPK-2, A_PEI-2, K_KPK-3, K_PPM-2, and K_PMS-1. The elimination of these 
variables and recalculation using SmartPLS provided HTMT ratio values <0.90. The next step after assessing first-
order constructs was to save the scores for latent variables in the process of preparing for the evaluation of second-
order reflective models [109].  
 

TABLE 7  
SECOND ORDER INDICATOR LOADING 

Indicator Attitude Indicator Behavior Indicator Knowledge Indicator Top Management 

A_KKI 0.762 B_KKI 0.497 K_KKI 0.758 TM1 0.954 
A_KPK 0.793 B_KPK 0.377 K_KPK 0.696 TM2 0.945 
A_MKS 0.743 B_MKS 0.701 K_MKS 0.641 TM3 0.927 
A_PDI 0.861 B_PDI 0.721 K_PDI 0.717   
A_PEE 0.742 B_PEE 0.732 K_PEE 0.453   
A_PEI 0.698 B_PEI 0.645 K_PEI 0.648   
A_PIN 0.800 B_PIN 0.582 K_PIN 0.721   
A_PMS 0.666 B_PMS 0.715 K_PMS 0.357   
A_PPM 0.722 B_PPM 0.645 K_PPM 0.558   

 
The assessment of second-order reflective measurement models in PLS-SEM mirrored the first-order models and 

the focus shifted to reliability and validity assessments [102], [104], [105], [106] These included tests for convergent 
validity, discriminant validity, and internal consistency using Cronbach’s alpha and composite reliability. Reflective 
indicator loadings were assessed with AVE and HTMT tests to ensure the robustness and validity of the models. The 
results presented in Table 7 showed the importance of maintaining outer loading values >0.400 to ensure construct 
validity. Variables such as K_PMS and B_KPK were flagged for potential removal due to inadequate loading values 
of 0.357 and 0.377, respectively. Table 8 further shows that AVE values exceed 0.50 for all constructs as an indication 
of a strong convergent validity. The CR values were also within acceptable ranges which confirmed the internal 
consistency and reliability of second-order constructs with the figures between 0.7 and 0.9 representing satisfactory 
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to excellent reliability. This evaluation showed the theoretical constructs and ensured the reliability of measurement 
tools in PLS-SEM analysis. 

TABLE 8  
CONSTRUCT VALIDITY AND RELIABILITY 

Variable AVE Result CR Result 
Knowledge 0.598 Valid 0.856 Reliable 
Behavior 0.613 Valid 0.863 Reliable 
Attitude 0.616 Valid 0.918 Reliable 

Top Management 0.887 Valid 0.959 Reliable 

 
A discriminant validity test was used to evaluate the effectiveness of measurement instruments. The method applied 

in this study deviated from the Fornell-Larcker criteria and opted for the HTMT due to the perceived superiority as 
suggested by Henseler et al. [108]. Therefore, values higher than the threshold necessitated a thorough examination 
of correlation coefficients and the potential elimination of variables exhibiting consistently high correlation ratios as 
presented in Table 9. 

TABLE 9  
HTMT RATIO FOR MAIN CONSTRUCTS AND COEFFICIENTS OF DETERMINATION 

Variable 
Coefficient of Determination HTMT 

R2 R2 Adjusted Knowledge Behavior Attitude Top Management 
Knowledge 0.077 0.074     
Behavior 0.219 0.216 0.613    
Attitude 0.583 0.580 0.557 0.891   

Top Management   0.328 0.216 0.204  

 
The coefficient of determination (R²) determined the coordination level of the predictions with the sample construct 

internally. The application was based on the criterion that higher R² values showed better model performance while 
lower values showed potential constraints or overlooked factors. The model used in this study was able to explain 
approximately 7.4% of the variability in knowledge (modest) and accounted for 21.6% in attitudes. It also had 
significant predictive success by explaining 58% of the variation in behavior. The evaluation of reflective 
measurement and structural models was followed by hypothesis testing. This was achieved by using t-statistics and p-
values to decide the acceptance or rejection of the proposed hypotheses in order to identify influential factors within 
the study model. The evaluation process included checking when t-statistic values exceeded critical thresholds for 
one-tailed testing which was 1.28 at a 10% significance level, 1.65 at a 5%, and 2.33 at 1%. Furthermore, p-values 
were used to assess the significance levels with values below 0.05 considered significant at the 5% level. The results 
presented in Table 10 showed that hypotheses regarding the relationships between knowledge and attitude (H1), 
attitude and behavior (H2), and knowledge and behavior (H3) had significant positive correlations. This was because 
the t-statistic values exceeded critical thresholds and p-values were below 5%. Similarly, the hypothesis on the 
influence of top management on knowledge (H4) showed significant positive correlations. The hypotheses related to 
the influence of top management on attitude (H5) and behavior (H6) also showed positive correlations but did not 
reach significance at the 5% level. 

TABLE 10  
SUMMARY OF HYPOTHESES TESTING 

Relation β T Statistics P Values Result 
H1 Knowledge  Attitude 0.447 8.015 0.000 Approved 
H2 Attitude  Behavior 0.669 8.529 0.000 Approved 
H3 Knowledge  Behavior 0.165 2.488 0.007 Approved 
H4 Top Management  Knowledge 0.278 6.502 0.000 Approved 
H5 Top Management  Attitude 0.063 1.537 0.063 Rejected 
H6 Top Management  Behavior 0.014 0.424 0.332 Rejected 

V. DISCUSSION 

A. Employee Awareness (Addressing RQ1) 

The enhancement of ISA at BMKG requires immediate and strategic attention in several critical areas. This can be 
initiated by implementing effective password management protocols, including the use of complex passwords regex 
and regular updates to reduce the risk of unauthorized access [110], [111]. Despite the baseline knowledge in this 
aspect, discernible gaps were observed in terms of employee attitudes and behaviors that potentially increased 
susceptibility to breaches. The mandatory adoption of the bmkg.go.id domain was supported by the integration of 
Google Mail services to serve as a preventive measure against phishing attempts. The process showed the need to 
reinforce secure email handling practices, particularly during office hours. Internet use also had some significant issues 
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because employees exhibited an adequate understanding but there was a need for behavioral improvement and 
organizational guidelines to address activities such as downloading from unreliable sources. Similarly, the use of 
social media was frequent but there were no policies and regulations regarding its usage during working hours. The 
prevalent use of mobile devices outside official premises required security measures, particularly the utilization of 
VPN. 

The results further showed that BMKG employees generally possessed a high level of awareness across the three 
primary components, including knowledge, attitude, and behavior as presented in Table 5. There was a significant 
conceptual understanding of security policies, data handling procedures, and incident reporting mechanisms as 
observed in the knowledge scores exceeding 88%. However, this positive trend did not uniformly extend to practical 
application. This was observed from the fact that several areas, including attitude towards password management, 
social media and mobile usage, knowledge regarding email usage, behavior towards internet usage, mobile device 
usage, and computer device security had moderate or medium levels of awareness. A particular issue of concern was 
identified because the disparity in the use of internet and mobile technologies was high and proper knowledge was not 
matched by secure practices. For example, VPN usage was significantly low, and unsafe browsing behaviors such as 
access to suspicious websites persisted among a high proportion of employees. 

The disparity between knowledge and implementation shows the critical need for more targeted and context-specific 
interventions. Bridging this gap requires a multi-pronged method that includes regular awareness campaigns, 
practical training modules, and scenario-based learning to reinforce secure practices in day-to-day activities, as 
shown effective in various case studies [36], [38], [82]. Moreover, the establishment of clearer organizational policies 
regarding the use of personal devices, online activity during work hours, and protocols for handling sensitive 
information can further promote consistent, security-conscious behavior. There is also the need to cultivate a robust 
and sustainable culture to ensure awareness is not only theoretical but integrated into the operational routines of all 
personnel. 

B. Influential Factors (Addressing RQ2) 

The results showed that BMKG employees generally had a strong knowledge of InfoSec by achieving an average 
awareness score of 88.06% based on the HAIS-Q model. This positive trend was associated with effective training 
and socialization programs conducted by the BMKG Database and Communication Network Centre. However, a 
significant gap was identified specifically in password security practices, device protection protocols, and adherence 
to InfoSec policies across BMKG units. These gaps showed the necessity for comprehensive InfoSec guidelines and 
consistent enforcement to reinforce the adoption of best practices and reduce security risks by employees [50], [51], 
[52], [53], [112]. 

Previous studies conducted using the HAIS-Q model in government and private sector organizations reported 
similar results. However, there was a significant difference in the rejection of hypotheses H5 (Top Management → 
Attitude) and H6 (Top Management → Behavior). This study showed that top management commitment enhanced 
employee knowledge (H4: β = 0.278, p < 0.05) but did not have a statistically significant impact on attitude (H5: β = 
0.063, p = 0.063) or behavior (H6: β = 0.014, p = 0.332). 

The deviations compared to previous studies can be explained through several factors. First, the organizational 
culture of BMKG is probably different from those used in previous studies, particularly in relation to the 
communication and enforcement of cybersecurity policies by the top management. The lack of consistent engagement, 
monitoring, and enforcement mechanisms can also limit the direct influence of ISA endorsed by the top management 
on the day-to-day attitudes and actions of employees. Second, BMKG employees can rely more on peer influence and 
self-directed learning rather than managerial directives. The constant digital interactions and access to real-time 
meteorological and disaster-related data in the agency are capable of contributing to a heightened sense of individual 
responsibility in security practices. Employees working in such high-stakes environments can prioritize security 
measures independently which further reduces the reliance on management-driven initiatives. This contrasts with other 
sectors where employees handle less critical information and possibly require managerial reinforcement in adhering 
to security policies. 

Top management is continuously important in achieving ISA within government agencies such as BMKG because 
authorization is necessary for the dissemination and approval of related knowledge. The role at BMKG includes being 
the primary gatekeeper or the sentinel in a war to facilitate or restrict the access of employees to specific ISA-related 
information. This shows the need for strategic initiatives to sustain InfoSec integrity through robust policy 
documentation, oversight of implementation, and regular compliance monitoring. The priorities are required to 
connect organizational objectives to InfoSec practices and maintain vigilance against possible security threats within 
the BMKG environment. The efforts to strengthen the measures can enhance InfoSec awareness and foster proactive 
engagement among employees in safeguarding organizational assets. 
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C. Implications 

This study offers both practical and theoretical insights into improving ISA among government employees. Practical 
recommendations stress the importance of enhanced training, better socialization, and rigorous InfoSec policy 
implementation. These actions are critical for gaining leadership backing to shape employee attitudes and behaviors 
toward security regulations [81]. Moreover, the theoretical implications include the need to refine assessment methods 
particularly within the HAIS-Q framework to ensure a better connection to organizational needs. This can be achieved 
by focusing on relevant areas and statements within the domains identified [81]. Previous theories on the significant 
impact of InfoSec knowledge on individual behaviors are also supported. Furthermore, the results show how 
leadership support influences employee knowledge, attitudes, and behaviors which is slightly different from the trends 
identified in some earlier studies [64], [98]. 

The results showed the need for BMKG to expand the role of top management beyond merely disseminating policies 
to ensure that leaders actively exemplify and promote secure behaviors. Interactive training, unique communication 
strategies, and accountability measures could also be effectively used to bridge the gap between top-level support and 
employee conduct in addition to reinforcing peer-led security awareness initiatives. This was expected to be more 
effective in fostering consistent cybersecurity practices across the organization than conventional top-down methods. 

D. Limitations 

This study only focuses on assessing ISA among BMKG employees because the agency serves as a reasonable 
proxy for Indonesian government ministries or agencies due to the nationwide presence, vertical governance structure, 
and heavy reliance on ICT infrastructure. However, the organizational culture, security policies, and operational 
requirements are probably not entirely in line with those of all Indonesian government institutions. 

The relevance and accuracy of the recommendations are ensured by primarily focusing on enhancing ISA within 
BMKG. The proposed measures are designed to strengthen cybersecurity policies, increase leadership engagement, 
and cultivate security-oriented organizational culture. Certain insights can be applicable to other government agencies 
with similar challenges, specifically those managing critical data and digital infrastructure. However, the application 
to a broader context across the Indonesian public sector requires further validation through multi-agency studies. 

Future studies need to extend the scope by conducting comparative analyses across multiple government 
institutions. The method can facilitate a more comprehensive evaluation of ISA trends and the key factors influencing 
cybersecurity practices within the public sector of Indonesia. 

VI. CONCLUSION 

In conclusion, this study examined ISA among BMKG employees with a specific focus on knowledge, attitudes, 
and behaviors concerning cybersecurity. The results showed that BMKG employees had a high level of overall security 
awareness (88.06%) with substantial knowledge (88.06%) and positive attitudes (81.89%). However, behavioral 
adherence was comparatively lower (80.74%) particularly in email security (78.70%) and mobile device usage 
(73.19%) which showed a disparity between awareness and practical security compliance. 

Knowledge (β = 0.214) and attitudes (β = 0.289) significantly influenced behavior (β = 0.423) and this showed that 
only awareness was insufficient without a corresponding commitment to secure practices. Top management support 
was observed not to have a significant influence on attitudes (H5) or behaviors (H6). This was different from the 
results reported in previous studies conducted on similar topics. Furthermore, peer influence, direct exposure to cyber 
threats, and practical training were found to be more instrumental in shaping security practices of employees. The 
nature of operations at BMKG required personnel to manage real-time weather, climate, and disaster-related data. 
This activity could motivate employee to develop a heightened sense of personal accountability and reduce the 
dependence on the direction provided by the leadership. 

The enhancement of ISA measures for government employees required strategic initiatives centered on 
comprehensive InfoSec policies supported by strong top management commitment. These efforts were important for 
shaping employee attitudes and behaviors towards ISA in order to strengthen security measures across all government 
bodies. Future studies should explore the technical aspects by evaluating technology infrastructure, assessing the 
sophistication of security systems, and incorporating ISO 27001:2022 standards to comprehensively broaden 
awareness efforts. The efforts to address these gaps and draw insights from ongoing studies could assist the Indonesian 
government in progressing towards a more resilient InfoSec framework needed to safeguard digital assets and bolster 
organizational security in governmental contexts.  
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