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Abstract 

Background of the study: The increasing use of Internet technology has given 

rise to new challenges in the protection of privacy and personal data, especially 

with the increasing practice of collecting, using and distributing one's personal 

data. Lagging instruments and regulations is one of the triggers for the weak 

mechanism of protection against privacy and personal data, especially in the use 

of cloud storage technology. 

Purpose: This article aims to find out the security of managing archive storage in 
a cloud. 

Method: The method used in this paper is a literature review.  

Findings: The result indicates that cloud storage has created new legal problems, 

namely how personal data from cloud storage users are protected from various 

kinds of disclosure and distribution by cloud storage service providers to third 

parties, while in Indonesia itself the ITE (Information and Electronic 

Transactions) Law has not clearly regulated security protection from private files 

stored in the cloud storage. 

Conclusion: This is an obstacle to cloud storage to be able to continue to grow 

like the Internet which has become a prima donna in human life. 
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Introduction  

At present, information and communication technology is developing very fast. Technology 

provides an important place to take part in human life by presenting a world without limits, space and 

time so that it can facilitate human activities in everyday life. In addition to facilitating human activities, 

the existence of technology is able to change patterns of interaction with others and conduct information 

seeking. Technology also contributes to changing cultural, economic and legal patterns in a country 

because nowadays it is no longer taboo for technology to be used by humans and it even becomes sort 

of a loyal friend in human life. 

Reminiscing from the conditions before the presence of technology, humans stored data that 

were considered important in a file which were then put in a safe so that it could not be accessed by 

people who had no interest. But this method was slowly being replaced with the emergence of 

computers. Data that were initially stored in a safe were then processed and stored using a computer. 

The storage media can be in the form of a hard drive, a flashdisk, a floppy disk, or a CD / DVD, or 

stored in a local server (LAN). As time progresses, data storage requires a bigger capacity, while the 

available storage media do not have enough capacity to contain them. 

Technology gave birth to the latest innovation that can be used by humans in carrying out 

storage, namely cloud computing or commonly called cloud storage. Along with the development of the 

needs of each individual, cloud storage began to be used for archiving personal documents. Each 

individual uploads personal documents such as photos and videos on a private cloud (Ghifari, Mustika, 

Rosidah, & Kirana, 2015). Moreover, the development of cloud storage now has changed with the 

emergence of the latest features that make it easier for someone to store personal files in the cloud 

storage (Ilham & Salleh, 2015). Cloud storage makes it easy for someone to store personal information 

and personal data held from previous storage media, because the storage capacity in cloud storage is 

greater (Birkner & Donk, 2018), so individuals do not need to think about storage space for digital 

archives of their own. 

With this breakthrough, cloud storage answers the needs of technology users who emphasize 

speed, capacity, large storage and ease of access without being restricted to the same device. The 

presence of cloud storage raises the nature of ubiquity (present in all places), in which the purpose of 

this nature is that data or information stored can be accessed and be easily shared with anyone based on 

the consent of the owner of information by using computer devices that users have such as laptops, 

cellphones, and tablets (Sundoro, 2015). With this behavior, it will increase human mobility in using 

information technology. This means that it is directly proportional to human needs for data storage media 

that has a large capacity and affordable costs, poses easy access anywhere and anytime, and does not 

depend on the same device. 

Many assume that cloud storage innovation is a solution to meet human needs in increasing 

human mobility in storing and disseminating information to anyone who is desired. Another advantage 

possessed by cloud storage as a storage medium is that it no longer requires physical storage, making it 

easier for users to access, process and share data that have been stored on the cloud. The data stored in 

the cloud are in the form of personal data, namely documents, photos, audio, and video. This is very 

useful when users are doing collaborative work with someone remotely so that they can always share 

documents, data, and files that have been done even though it is not done face to face, but the work 

continues to be done smoothly (Doni & Giansyah, 2015). 

But with the convenience that it has when using cloud storage, there have been several cases of 

data contamination, the first case of which happened to Yahoo in 2016. Yahoo said that the data of 1 

billion Yahoo users had been hacked by an irresponsible person, which caused the selling price of Yahoo 

to plunge dramatically, from the initial agreement of US $ 4.83 billion to become US $ 4.48 billion only 

(BBC News, 2016). This was a detrimental thing for Yahoo due to its poor user data security. Another 

case happened to a bank in the United States in 2017 when hackers managed to break into 143 million 

credit card customers’ data. This broken customer data was the largest in history in the United States as 

reported by Ars Technica (2017). This data leak included the names of the credit card owners, their 
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social security identity numbers, dates of birth, addresses and driver's license numbers. In the end the 

bank apologized because the bank's security system had been hacked. Therefore, the bank compensated 

by giving free protections of personal identity for one year. Usually this service is subject to fees starting 

at US $ 27.99 per month. Thus, cloud storage users still need to be vigilant when using cloud storage 

methods because there are still some problems that harm cloud storage users. 

From some of the cases above, it can be said that it is very important to maintain the security of 

cloud storage as an archive storage media so that it is not easily hacked by irresponsible people. This 

article aims to find out the security of managing archive storage in a cloud. 

 

Discussion 

Personal digital archives 

Personal digital archives are collections of digital information that are maintained by individuals 

for future use. The terms archiving, backup, and storage are used in the most general sense that refer to 

any activity for storing personal digital information (Sinn, Kim, & Syn, 2017). The individual’s goal in 

conducting digital archiving is to document his or her personal life history (Kaye et al., 2006). He or she 

potentially archives various types of digital files such as text, images, spreadsheets, databases, pdf files, 

sound recordings, presentations, computer programs, e-mails, websites, blogs, video files, news articles 

and journals, and financial, legal, or medical documents ( Copeland, 2009; John, Rowlands, Williams, 

& Dean, 2010). 

Digital archive storage is currently getting cheaper for greater capacity. This situation has 

resulted in a storage space that is not being easily filled, so people rarely manage their digital files (Jones, 

2007). Thus, someone often keeps the files redundant that they do not really need and use. This is a new 

problem in one's personal digital file storage. This phenomenon illustrates that every individual tends to 

save and transfer everything to the cloud storage they have. Even though a person has the desire to store 

and neatly arrange their digital archives so that they can easily be managed, this rarely happens. This 

causes important and useful digital archives to be mixed and stacked up with digital files that have not 

been used for quite a long time (Jones, 2007; Marshall, 2008; Marshall & Bly, 2005). 

Cloud storage was originally meant for industry, but in line with what Hartig said (in Syaikhu, 

2010), cloud storage has become a new model of computing that is widely being utilized not only in 

industry but also in society nowadays. The stark reason behind the popular application of cloud storage 

technology is because of the Internet-based service model that is used as a place to store personal records 

(data, information, and documents). 

At present, humans have a need for a storage that has a very large capacity but no longer has a 

physical for. They only need enough space to hold all the files that can be archived, so cloud storage is 

growing from year to year. Cloud storage is a virtual storage medium that can streamline t ime and 

storage space much better, compared to other storage media such as flash drives or CDs. With the 

emergence of cloud storage, it will obviously change a person's behavior in storing, processing, and 

managing the information he or she has. 

The characteristics of cloud storage according to NIST (Muhammad Ibrahim, 2013) are as 

follows: 1.) Resource pooling; cloud storage service providers provide services through resources (data, 

information, important documents) into one or various data center storage locations that consist of a 

number of servers with multi-tenant mechanisms. In general, cloud storage users have no control over 

the location provided by the service provider, 2.) Broad network access; cloud storage service providers 

have made it easy to access data or information that has been uploaded in cloud storage with various 

types of computer devices, 3.) Measured service; there are services to optimize and monitor services 

that are used automatically. It can be seen that the computing resources that are often used are bandwidth, 

storage, processing, and the number of active users. Cloud storage users are monitored, controlled, and 

reported as an effort to provide transparency for providers of cloud storage services (Syaikhu, 2010), 4.) 

Rapid elasticity; the capabilities of cloud storage services can be used by cloud users dynamically 

depending on the needs of its users, and 5.) Self service; cloud storage services can be configured 
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independently by users through existing systems without the need to interact with cloud storage service 

providers. 

According to NIST (National Institute of Standard and Technology) the characteristics of cloud 

infrastructure are divided into 4 (four) sections (in Purbo, 2011), namely 1.) Public cloud is a service 

model that has been provided by service providers and is intended for public or public services , 2.) 

Private cloud is where cloud storage services are used, managed and operated by a company for internal 

purposes in storing and processing stored data. 3.) Community cloud is cloud storage that is used to 

support shared interests such as missions, security requirements, policies, and policy considerations, and 

4.) Hybrid cloud is a combination of one or more of the existing clouds which are still interrelated with 

common technology ownership standards in the use of data and application probabilities. 

One of the most used cloud storages is Google Docs. Google Docs is one of Google's products 

that can process, store, create, and edit archives online. The benefits that can be felt when using the 

Google Docs is that it is easy to access archives that have been saved without having to use the same 

device. This reduces the risk of missing archives on storage devices (Budiyanto, 2012). 

According to Thia (2008), the advantages of using cloud storage as an archive storage include: 

1.) Minimizing storage device costs, 2.) Increasing productivity, and 3.) Integrating stored archives with 

all devices (Roana, 2013). Meanwhile, the disadvantages of using cloud storage as an archive storage 

medium according to Robbins (2009) include: 1.) Service level, which indicates that the possibility of 

less consistent service performance from the provider. This cloud provider’s inconsistency includes data 

protection and data recovery; 2.) Privacy, which means there is a risk that user data will be accessed by 

others because hosting is done together; 3.) Compliance, which refers to the risk of a level compliance 

deviation from the provider to regulations that are applied to the user; 4.) Archive ownership, which 

refers to the risk of losing ownership of the archive when the archive is stored in the cloud; and 5.) 

Archive mobility, which refers to the possibility of sharing archives between cloud services and how to 

recover files if a user terminates cloud storage (Zackky, 2013). 

 

Archive Security in Cloud Storage 

Archive security is very important for users when storing and processing data in cloud storage. 

This is because there are personal files in the cloud storage that must be kept confidential. Cloud storage 

service providers as holders of important roles in protecting archives users have the obligation to 

maintain the security and confidentiality of archives in carrying out their services. Archival security 

refers to policy procedures, processes, and activities to protect information from various types of loss or 

stolen and leaked by irresponsible people. Security archives include various aspects such as 

Confidentiality, Integrity, Authentication, Availability, Access Control, and Non Repudiation. 

Leakage of files that have been stored in cloud storage is something that is feared by cloud 

storage users. User data that have been uploaded to the cloud storage server can be lost in the cloud, and 

this can be caused by hacking. Users who fully entrust the storage, processing, and management of their 

data on a cloud storage will experience a quite detrimental impact, both materially and immaterially. 

With the occurrence of data leakage phenomena experienced by many individuals, archive security in 

cloud storage services is of particular concern to users and service providers. This is because both users 

and service providers become an important commodity for hackers to take advantage of. 

The following are important factors in the security aspect that must be considered in operating 

cloud storage (Garfinkel, Spafford, & Schwartz, 2003), namely 1.) Confidentiality. This aspect is an 

attempt to secure information from irresponsible parties. In this case, it is related to the data of the 

customers of an Internet Service Provider (ISP) that must be maintained by a cloud storage service 

provider; 2.) Integrity. Information obtained cannot and should not be changed for any reason without 

the permission of the owner of the information. This is usually related to the alteration of email contents 

of cloud storage owners; 3.) Authentication. This aspect focuses on the authenticity of data/information, 

so that only the sole proprietor of the information who can access or share it, not someone else. 

Authentication is also the differentiator among users because it has unique data/information, since in 
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this case it usually deals with the use of passwords; 4.) Availability. This aspect is an intermediary 

between the availability of information needed; 5.) Access control. This aspect regulates the rules in 

making changes to the data used by their users, so that not everyone can change user’s information data. 

This is intended to avoid those who want to use other people's personal information; and 6.) Non 

repudiation. This aspect forces someone to acknowledge sending or receiving information via email. 

For example, when someone sends an email to confirm the order of an item belonging to him, he or she 

cannot deny that he or she did not send the email (Haryani, Nugroho, & Adhipta, 2014). 

Cloud security is closely related to the project created by the National Security Agency (NSA) 

with the prism project title that is used to directly access the user's personal files from several cloud 

storage service providers. This causes user privacy to be disrupted because the prism project can directly 

access the user's personal files (Haryani et al., 2014). With this case, the security of cloud storage must 

always be considered, both by users and service providers, so that users are interested in migrating to 

cloud storage services as a media for storing, processing and managing their records. 

The things that must be considered by users in conducting activities using cloud storage are as 

follows: 1.) Data protection. This is when the user has decided to use cloud storage as a storage medium, 

then what must be considered is how service providers provide protection so that the security of the data 

that users upload in the cloud is ensured, and where the data center is located because this will be related 

to data security regulation policies that vary in each country; 2.) Security Control, which means that 

after the user knows how the data is stored, the next step is to find out how the procedure for accessing 

data in the cloud is. This procedure also applies to cloud service providers in accessing user data; 3.) 

Compliance, which deals with knowing the standards set by cloud storage service providers, for example 

whether they have used ISO 27001 or, and as for cloud storage service providers they can use COBIT 

Cloud Security; 4.) Multi-tenancy, which deals with knowing how to minimize fraud committed by 

other users of our data because cloud storage essentially also acts as a sharing medium; and 5.) Security 

Governance, which deals more with police governance from service providers or from users. 

The following is a table about the 2014 cloud readiness index from several countries in Asia and 

Australia. 

 

 

Source: Cloud Readiness Index 2014. 
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Referring to the data in that 2014 Cloud Readiness Index, Indonesia is in the bottom three for 

data security in cloud storage, which shows that the country is still lacking in securing data on cloud 

storage. Regulations regarding the protection of data contained in cloud storage cannot be found 

comprehensively mentioned in any regulations in Indonesia. Only the ITE (Information and Electronic 

Transactions) Law that can be used as a basis in carrying out cloud storage service activities in Indonesia 

that regulates and facilitates the use and transaction of information using electronic media. Article 26 of 

ITE Law regulates the use of any information and data of a person through electronic media carried out 

without the consent of the owner of the data to be a violation. However, Article 26 only regulates the 

protection of personal data. The ITE Law has not clearly regulated how to protect electronic documents 

and data stored in a cloud storage. 

Seeing this statement, service providers also need clear regulations on the sustainability of the 

cloud storage business. The government as the highest authority holder should be able to make a clear 

legal umbrella for service providers so that Indonesians who want to migrate to cloud storage do not 

have to worry about the security and protection of the data that they have.  
 

Conclusion 

Cloud storage is a technology that develops from cloud computing for the next generation that 

emphasizes speed, accuracy, and ease of access to information or commonly called as ubiquity. The 

biggest problems in cloud storage are the security and privacy of users who are not guaranteed. This is 

because in Indonesia itself the ITE (Information and Electronic Transactions) Law has not clearly 

regulated the security protection of personal files stored in a cloud storage. This is an obstacle to cloud 

storage to be able to continue to grow like the Internet which has become a prima donna in human life. 
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